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SAMBA (Domain Controller) Server For Small
Workgroups With Ubuntu 5.10 "Breezy Badger"

This is a "copy & paste" HowTo! The easiest way to follow this tutorial is to use a command
line client/SSH client (like PuTTY for Windows) and simply copy and paste the commands
(except where you have to provide own information like IP addresses, hostnames,
passwords,...). This helps to avoid typos.

SAMBA (Domain Controller) Server For Small Workgroups With Ubuntu 5.10
"Breezy Badger"

Version 1.1

This is a detailed description about the steps to set up a Ubuntu based server (Ubuntu 5.10 -
Breezy Badger) to act as file- and print server for Windows (tm) workstations in small

workgroups. This howto uses the tdb backend for SAMBA to store passwords and account
information. This is suitable for workgroups for up to 250 users and is easier to setup than an
LDAP backend. A second howto covering the installation of LDAP + SAMBA will be published on
HowtoForge soon.

Installed Software:

Samba as Domaincontroller
Cups
Foomatic printer drivers

I want to say first that this is not the only way of setting up such a system. There are many ways
of achieving this goal but this is the way I take. I do not issue any guarantee that this will work
for you!

Requirements

To install such a system you will need the following:

A Ubuntu install CD (available here: http://www.ubuntu.com/download/)
An internet connection since I will describe a network installation in this document.

1 The Base System

Insert your Ubuntu install CD into your system and boot from it (enter server at the boot prompt
to install only a base system suitable for servers).



The installation starts, and first you have to choose your language:

Chose your location:



Choose a keyboard layout:





The hardware detection starts:

Enter the hostname. In this example, my system is called server1.example.com, so I enter
server1:



Submitted by till on Wed, 2005-12-07 17:28. ::

Now we create the partitions. Select Manually edit partition table. If there are already some partitions, delete
them first by selecting them, hit return and then select delete.



I will use the folowing partition scheme:

/boot 50 MB
/swap 1GB
/ 10 GB
/home the rest of the hard
disk
Creating a partition: Select your harddisk (in my case SCSI1), hit enter, then:



Creating a partition table: Select FREE SPACE, hit enter, then:

1) Select Create new partition.
2) Enter the size of the partition. Values can be entered in MB and GB or percent (%)
3) Select type of partition: primary
4) Select location of partition: beginning
5) Change Use as: I will use EXT3 for all partitions except the swap partition, that one is of type swap.
6) Change: Select the mountpoint
7) Select Done setting up the partition

Repeat this for all partitions in the above partition table.

Now your partition table should look similar to this:



Select Finish partitioning and write changes to disk, then Yes, to proceed with the next step.

Now the base system is being installed:



Configure your time zone:

Set up a user:





The first stage of the installation process is finished and the server boots into the installed Ubuntu linux.



2 Installing And Configuring The Rest Of The System

Enable root user

Now I can login with the username and password i entered above. First I enable the root user for ease of
installation. You can disable it later if you want.

sudo passwd root
su

Now we are logged in as root user.

Configure The Network

Because the Ubuntu installer has configured our system to get its network settings via DHCP, we have to
change that now because a server should have a static IP address. Edit /etc/network/interfaces and adjust
it to your needs (in this example setup I will use the IP address 192.168.0.100):

# This file describes the network interfaces available on your system
# and how to activate them. For more information, see interfaces(5).
# The loopback network interface

auto lo
iface lo inet loopback
# This is a list of hotpluggable network interfaces. # They will
be activated automatically by the hotplug subsystem. mapping
hotplug
        script grep
        map eth0

# The primary network interface
auto eth0
iface eth0 inet static
address 192.168.0.100
netmask 255.255.255.0
network 192.168.0.0
        broadcast 192.168.0.255
gateway 192.168.0.1

Then restart your network:

/etc/init.d/networking restart

Edit /etc/hosts and add your new IP address(es):

127.0.0.1       localhost.localdomain   localhost       server1
192.168.0.100   server1.example.com     server1

# The following lines are desirable for IPv6 capable
hosts ::1     ip6-localhost ip6-loopback
fe00::0 ip6-localnet
ff00::0 ip6-mcastprefix
ff02::1 ip6-allnodes
ff02::2 ip6-allrouters
ff02::3 ip6-allhosts

Setting The Hostname

echo server1.example.com > /etc/hostname
/bin/hostname -F /etc/hostname



Edit /etc/apt/sources.list And Update Your Linux Installation

Edit /etc/apt/sources.list. It should look like this:

# deb cdrom:[Ubuntu 5.10 _Breezy Badger_ - Release i386 (20051012)]/ breezy main restricted

deb http://de.archive.ubuntu.com/ubuntu breezy main restricted
deb-src http://de.archive.ubuntu.com/ubuntu breezy main restricted
## Major bug fix updates produced after the final release of the

## distribution.

deb http://de.archive.ubuntu.com/ubuntu breezy-updates main restricted
deb-src http://de.archive.ubuntu.com/ubuntu breezy-updates main restricted
## Uncomment the following two lines to add software from the 'universe'

## repository.
## N.B. software from this repository is ENTIRELY UNSUPPORTED by the Ubuntu
## team, and may not be under a free licence. Please satisfy yourself as to
## your rights to use the software. Also, please note that software in
## universe WILL NOT receive any review or updates from the Ubuntu security
## team.
deb http://de.archive.ubuntu.com/ubuntu breezy universe deb-src http://
de.archive.ubuntu.com/ubuntu breezy universe
## Uncomment the following two lines to add software from the 'backports'
## repository.
## N.B. software from this repository may not have been tested as ##
extensively as that contained in the main release, although it includes ##
newer versions of some applications which may provide useful features. ##
Also, please note that software in backports WILL NOT receive any review ##
or updates from the Ubuntu security team.
# deb http://de.archive.ubuntu.com/ubuntu breezy-backports main restricted universe multiverse #
deb-src http://de.archive.ubuntu.com/ubuntu breezy-backports main restricted universe multiverse
deb http://security.ubuntu.com/ubuntu breezy-security main restricted

deb-src http://security.ubuntu.com/ubuntu breezy-security main restricted
deb http://security.ubuntu.com/ubuntu breezy-security universe

deb-src http://security.ubuntu.com/ubuntu breezy-security universe

Then run

apt-get update
apt-get upgrade

Install SSH Daemon

apt-get install ssh openssh-server

The Next Steps...

Now you can login to your Server with an SSH Client like putty
(http://www.chiark.greenend.org.uk/~sgtatham/putty/). Its easier to follow this howto if you connect to
your server with putty and copy and paste the commands. If you want to edit config files on the server,
you can use commandline editors like vi, pico or joe or use a program like WinSCP
(http://winscp.net/eng/index.php) to edit the files over your SSH connection in a Windows client.

Quota

apt-get install quota



Edit /etc/fstab to look like this (I added ,usrquota,grpquota to the partitions with the mount point / and
/home):

# /etc/fstab: static file system information.
# #
proc            /proc           proc    defaults        0       0 /dev/sda3       /
ext3    defaults,errors=remount-ro,usrquota,grpquota 0       1 /dev/sda1       /boot
ext3    defaults        0       2
/dev/sda4       /home            ext3    defaults,usrquota,grpquota        0
2 /dev/sda2       none            swap    sw              0       0
/dev/hdc        /media/cdrom0   udf,iso9660 ro,user,noauto  0
0 /dev/fd0        /media/floppy0  auto    rw,user,noauto  0       0

Then run:

touch /quota.user /quota.group
chmod 600 /quota.*
mount -o remount /
touch /home/quota.user /home/quota.group
chmod 600 /home/quota.*

mount -o remount /home
quotacheck -avugm
quotaon -avug



Install And Configure The SAMBA Server

In order to install SAMBA, run

apt-get install samba samba-common samba-doc libcupsys2-gnutls10 libkrb53 winbind
smbclient

Edit /etc/samba/smb.conf so that it looks like this

[global]

   workgroup = MYWORKGROUP    netbios
name = SERVER1    server string = %h
server (Samba, Ubuntu)

   passdb backend = tdbsam
security = user
   username map = /etc/samba/smbusers
name resolve order = wins bcast hosts
domain logons = yes
   preferred master = yes
wins support = yes

   # Set CUPS for printing
printcap name = CUPS
   printing = CUPS

   # Default logon
   logon drive = H:    logon script
= scripts/logon.bat    logon path =
\\\\server1\\profile\\%U

   # Useradd scripts    add user script = /usr/
sbin/useradd -m %u    delete user script = /
usr/sbin/userdel -r %u    add group script = /
usr/sbin/groupadd %g
   delete group script = /usr/sbin/groupdel %g    add user to group script = /
usr/sbin/usermod -G %g %u    add machine script = /usr/sbin/useradd -s /bin/
false/ -d /var/lib/nobody %u    idmap uid = 15000-20000

   idmap gid = 15000-20000

   # sync smb passwords woth linux passwords
passwd program = /usr/bin/passwd %u
   passwd chat = *Enter\\snew\\sUNIX\\spassword:* %n\\n *Retype\\snew\\sUNIX\\spassword:*
%n\\n .    passwd chat debug = yes
   unix password sync =
yes
   # set the loglevel
log level = 3

[homes]
   comment = Home
   valid users = %S
read only = no
   browsable = no

[printers]
   comment = All Printers
path = /var/spool/samba
printable = yes
   guest ok = yes
   browsable = no



[netlogon]
   comment = Network Logon Service
path = /home/samba/netlogon
   admin users = Administrator
valid users = %U
   read only = no

[profile]
   comment = User profiles
path = /home/samba/profiles
valid users = %U
   create mode = 0600
directory mode = 0700
writable = yes
   browsable = no

Remark: The "netbios name" in the smb.conf must be the same then the hostname of your
server.

workgroup = MYWORKGROUP specifies the Windows domain that the Windows workstations use.

logon drive = H: is the drive letter under which the SAMBA share will appear in the Windows
Explorer.

With logon script = scripts/logon.bat you can specify a Windows batch script that is
executed as soon as a Windows workstation logs in. If the script does not exist, you can comment
out that line.

Create the directories for domain logons and profiles:

mkdir /home/samba
mkdir /home/samba/netlogon
mkdir /home/samba/profiles
mkdir /var/spool/samba

chmod 777 /var/spool/samba/
chown -R root:users /home/samba/
chmod -R 771 /home/samba/

Now we restart Samba:

/etc/init.d/samba restart

Edit /etc/nsswitch.conf. Change the line:

hosts: files dns

to:

hosts: files wins dns

Add all computers of your workgroup in the /etc/hosts file on the server.

192.168.0.100 server1
192.168.0.110 workstation1
192.168.0.111 workstation2
192.168.0.112 workstation3
192.168.0.113 workstation4



3 de 3

Add the root user to the SAMBA password database. The root user (alias: Administrator) will be
our domain administrator. This account is needed to add new computers to the SAMBA domain.

smbpasswd -a root

Create the file /etc/samba/smbusers and add the line by executing:

echo "root = Administrator" > /etc/samba/smbusers

This will allow us to use the common windows username "Administrator" as alias for the Linux
root user.

Now I will test if the setup is correct:

smbclient -L localhost -U%

The output should look similar to this:

Domain=[MYWORKGROUP] OS=[Unix] Server=[Samba 3.0.14a-Ubuntu]
        Sharename       Type      Comment

        ---------       ----      -------
netlogon        Disk      Network Logon Service
print$          Disk      Printer Drivers
        IPC$            IPC       IPC Service (server1 server (Samba, Ubuntu))
ADMIN$          IPC       IPC Service (server1 server (Samba, Ubuntu)) Domain=
[MYWORKGROUP] OS=[Unix] Server=[Samba 3.0.14a-Ubuntu]

        Server               Comment         ---------
-------         SERVER1              server1 server (Samba,
Ubuntu)
        Workgroup            Master
        ---------            -------
MDKGROUP             IPRG
        MYWORKGROUP          SERVER1

Setup the default domain groups for windows:

net groupmap modify ntgroup="Domain Admins" unixgroup=root
net groupmap modify ntgroup="Domain Users" unixgroup=users
net groupmap modify ntgroup="Domain Guests" unixgroup=nogroup



Adding Users To Our SAMBA Domain

Now we will add a user, e.g. tom, to our Samba domain. You will have to add a user like this for
each user account you want to connect to this SAMBA domain server.

1) Add a linux user tom:

useradd tom -m -G users

2) Add the linux user tom to the SAMBA password database:

smbpasswd -a tom

Adding Shares

Now I will add a share that is accessible by all users.

mkdir -p /home/shares/allusers
chown -R root:users /home/shares/allusers/
chmod -R ug+rwx,o+rx-w /home/shares/allusers/

At the end of the file /etc/samba/smb.conf add the following lines:

[allusers]
  comment = All Users   path
= /home/shares/allusers
valid users = @users
  force group = users
create mask = 0660
  directory mask = 0771
writable = yes

Now we restart Samba:

/etc/init.d/samba restart

Installing CUPS

If you want your SAMBA server to act as a print server also, you have to install and configure
CUPS:

apt-get install cupsys cupsys-client cupsys-driver-gimpprint
cupsys-driver-gimpprint-data defoma fontconfig foomatic-db foomatic-filters
libcupsimage2 libexpat1 libfontconfig1 libfreetype6 libgimpprint1 libjpeg62
libpaper1 libpng12-0 libpoppler0c2 libslp1 libtiff4 patch perl perl-modules
ttf-bitstream-vera ucf (1 line!)

To get access to the web interface from my workstation, I will change cups to listen on the
Server
IP.Edit /etc/cups/cupsd.conf in the section Network Options:



Listen 127.0.0.1:631
Listen 192.168.0.100:631

Set AuthGroupName to shadow in the section Security Options:

AuthGroupName shadow

To allow access only from my admin workstation (IP: 192.168.0.70), I add Allow From
192.168.0.70 the security options and set AuthClass to Group:

<Location /admin>
#
# You definitely will want to limit access to the administration functions.
# The default configuration requires a local connection from a user who
# is a member of the system group to do any admin tasks.  You can change
# the group name using the SystemGroup directive.
#

AuthType Basic
AuthClass Group

## Restrict access to local domain
Order Deny,Allow
Deny From All
Allow From 127.0.0.1

Allow From 192.168.0.70
#Encryption Required

</Location>

Add the cupsys user to the shadow group:

adduser cupsys shadow

and restart the cups daemon:

/etc/init.d/cupsys restart

The cups webinterface is now accessible with any webbrowser from my workstation:

http://192.168.0.100:631/

Now I can login to the cups interface with username root and my root password.

Hint: If there is no linux driver available for your printer and you want to use this printer only
from your windows workstations trough SAMBA, you can use the printer manufacturer RAW and
install the correct driver on your windows workstation.

If you created a new printer in cups, you will have to add it to samba with the command:

cupsaddsmb -a

Have fun!
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  This is a "copy & paste" HowTo! The easiest way to follow this tutorial is to use a command 
line client/SSH client (like   
PuTTY
 for Windows) and simply copy and paste the commands
(except where you have to provide own information like IP addresses, hostnames,
passwords,...). This helps to avoid typos.
SAMBA (Domain Controller) Server For Small Workgroups With Ubuntu 5.10
"Breezy Badger"
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  This is a detailed description about the steps to set up a Ubuntu based server (Ubuntu 5.10 -
Breezy Badger) to act as file- and print server for Windows (tm) workstations in small  

  workgroups. This howto uses the tdb backend for SAMBA to store passwords and account
information. This is suitable for workgroups for up to 250 users and is easier to setup than an
LDAP backend. A second howto covering the installation of LDAP + SAMBA will be published on
HowtoForge soon.  
Installed Software:
Samba as Domaincontroller
Cups
Foomatic printer drivers
I want to say first that this is not the only way of setting up such a system. There are many ways
of achieving this goal but this is the way I take. I do not issue any guarantee that this will work
for you!
Requirements
To install such a system you will need the following:
A Ubuntu install CD (available here: 
http://www.ubuntu.com/download/
)
An internet connection since I will describe a network installation in this document.
1 The Base System

  Insert your Ubuntu install CD into your system and boot from it (enter server at the boot prompt
to install only a base system suitable for servers).   
The installation starts, and first you have to choose your language:
Chose your location:
Choose a keyboard layout:
The hardware detection starts:

  Enter the hostname. In this example, my system is called server1.example.com, so I enter
server1:  
Submitted by till on Wed, 2005-12-07 17:28. :: 

  Now we create the partitions. Select Manually edit partition table. If there are already some partitions, delete 
them first by selecting them, hit return and then select delete.  
I will use the folowing partition scheme:

  /boot 50 MB  

  /swap 1GB  

  / 10 GB  

  /home the rest of the hard disk  
Creating a partition: Select your harddisk (in my case SCSI1), hit enter, then:

  Creating a partition table: Select FREE SPACE, hit enter, then:  

  1) Select Create new partition. 
2) Enter the size of the partition. Values can be entered in MB and GB or percent (%)
3) Select type of partition: primary  

  4) Select location of partition: beginning
5) Change Use as: I will use EXT3 for all partitions except the swap partition, that one is of type swap.
6) Change: Select the mountpoint   

  7) Select Done setting up the partition  
Repeat this for all partitions in the above partition table.
Now your partition table should look similar to this:

  Select Finish partitioning and write changes to disk, then Yes, to proceed with the next step.  
Now the base system is being installed:
Configure your time zone:
Set up a user:
The first stage of the installation process is finished and the server boots into the installed Ubuntu linux.
2 Installing And Configuring The Rest Of The System
Enable root user
Now I can login with the username and password i entered above. First I enable the root user for ease of
installation. You can disable it later if you want.
sudo passwd root
su
Now we are logged in as root user.
Configure The Network

  Because the Ubuntu installer has configured our system to get its network settings via DHCP, we have to
change that now because a server should have a static IP address. Edit /etc/network/interfaces and adjust
it to your needs (in this example setup I will use the IP address 192.168.0.100):  
# This file describes the network interfaces available on your system # and how to activate them. For more information, see interfaces(5).
# The loopback network interface
auto lo
iface lo inet loopback
# This is a list of hotpluggable network interfaces. # They will be activated automatically by the hotplug subsystem. mapping hotplug
        script grep
        map eth0
# The primary network interface auto eth0
iface eth0 inet static         address 192.168.0.100         netmask 255.255.255.0         network 192.168.0.0
        broadcast 192.168.0.255         gateway 192.168.0.1
Then restart your network:
/etc/init.d/networking restart

  Edit /etc/hosts and add your new IP address(es):  
127.0.0.1       localhost.localdomain   localhost       server1 192.168.0.100   server1.example.com     server1
# The following lines are desirable for IPv6 capable hosts ::1     ip6-localhost ip6-loopback
fe00::0 ip6-localnet
ff00::0 ip6-mcastprefix ff02::1 ip6-allnodes
ff02::2 ip6-allrouters ff02::3 ip6-allhosts
Setting The Hostname
echo server1.example.com > /etc/hostname 
/bin/hostname -F /etc/hostname
Edit /etc/apt/sources.list And Update Your Linux Installation

  Edit /etc/apt/sources.list. It should look like this:  
# deb cdrom:[Ubuntu 5.10 _Breezy Badger_ - Release i386 (20051012)]/ breezy main restricted
deb http://de.archive.ubuntu.com/ubuntu breezy main restricted deb-src http://de.archive.ubuntu.com/ubuntu breezy main restricted
## Major bug fix updates produced after the final release of the
## distribution.
deb http://de.archive.ubuntu.com/ubuntu breezy-updates main restricted deb-src http://de.archive.ubuntu.com/ubuntu breezy-updates main restricted
## Uncomment the following two lines to add software from the 'universe'
## repository.
## N.B. software from this repository is ENTIRELY UNSUPPORTED by the Ubuntu ## team, and may not be under a free licence. Please satisfy yourself as to ## your rights to use the software. Also, please note that software in
## universe WILL NOT receive any review or updates from the Ubuntu security ## team.
deb http://de.archive.ubuntu.com/ubuntu breezy universe deb-src http://de.archive.ubuntu.com/ubuntu breezy universe
## Uncomment the following two lines to add software from the 'backports' ## repository.
## N.B. software from this repository may not have been tested as ## extensively as that contained in the main release, although it includes ## newer versions of some applications which may provide useful features. ## Also, please note that software in backports WILL NOT receive any review ## or updates from the Ubuntu security team.
# deb http://de.archive.ubuntu.com/ubuntu breezy-backports main restricted universe multiverse # deb-src http://de.archive.ubuntu.com/ubuntu breezy-backports main restricted universe multiverse
deb http://security.ubuntu.com/ubuntu breezy-security main restricted
deb-src http://security.ubuntu.com/ubuntu breezy-security main restricted
deb http://security.ubuntu.com/ubuntu breezy-security universe
deb-src http://security.ubuntu.com/ubuntu breezy-security universe
Then run
apt-get update
apt-get upgrade
Install SSH Daemon
apt-get install ssh openssh-server
The Next Steps...
Now you can login to your Server with an SSH Client like putty
(
http://www.chiark.greenend.org.uk/~sgtatham/putty/
). Its easier to follow this howto if you connect to

  your server with putty and copy and paste the commands. If you want to edit config files on the server,
you can use commandline editors like vi, pico or joe or use a program like WinSCP  
(
http://winscp.net/eng/index.php
) to edit the files over your SSH connection in a Windows client.
Quota
apt-get install quota

  Edit /etc/fstab to look like this (I added ,usrquota,grpquota to the partitions with the mount point / and
/home):  
# /etc/fstab: static file system information. # #                
proc            /proc           proc    defaults        0       0 /dev/sda3       /               ext3    defaults,errors=remount-ro,usrquota,grpquota 0       1 /dev/sda1       /boot           ext3    defaults        0       2
/dev/sda4       /home            ext3    defaults,usrquota,grpquota        0       2 /dev/sda2       none            swap    sw              0       0
/dev/hdc        /media/cdrom0   udf,iso9660 ro,user,noauto  0       0 /dev/fd0        /media/floppy0  auto    rw,user,noauto  0       0
Then run:
touch /quota.user /quota.group
chmod 600 /quota.*
mount -o remount /
touch /home/quota.user /home/quota.group
chmod 600 /home/quota.*
mount -o remount /home
quotacheck -avugm
quotaon -avug
Install And Configure The SAMBA Server 
In order to install SAMBA, run
apt-get install samba samba-common samba-doc libcupsys2-gnutls10 libkrb53 winbind
smbclient

  Edit /etc/samba/smb.conf so that it looks like this  
[global]
   workgroup = MYWORKGROUP    netbios name = SERVER1    server string = %h server (Samba, Ubuntu)
   
   passdb backend = tdbsam    security = user
   username map = /etc/samba/smbusers    name resolve order = wins bcast hosts    domain logons = yes
   preferred master = yes    wins support = yes
   # Set CUPS for printing    printcap name = CUPS
   printing = CUPS
   # Default logon
   logon drive = H:    logon script = scripts/logon.bat    logon path = \\\\server1\\profile\\%U
   # Useradd scripts    add user script = /usr/sbin/useradd -m %u    delete user script = /usr/sbin/userdel -r %u    add group script = /usr/sbin/groupadd %g
   delete group script = /usr/sbin/groupdel %g    add user to group script = /usr/sbin/usermod -G %g %u    add machine script = /usr/sbin/useradd -s /bin/false/ -d /var/lib/nobody %u    idmap uid = 15000-20000
   idmap gid = 15000-20000
   # sync smb passwords woth linux passwords    passwd program = /usr/bin/passwd %u
   passwd chat = *Enter\\snew\\sUNIX\\spassword:* %n\\n *Retype\\snew\\sUNIX\\spassword:* %n\\n .    passwd chat debug = yes
   unix password sync = yes    
   # set the loglevel    log level = 3
[homes]
   comment = Home
   valid users = %S    read only = no
   browsable = no
[printers]
   comment = All Printers    path = /var/spool/samba    printable = yes
   guest ok = yes
   browsable = no
[netlogon]
   comment = Network Logon Service    path = /home/samba/netlogon
   admin users = Administrator    valid users = %U
   read only = no
[profile]
   comment = User profiles    path = /home/samba/profiles    valid users = %U
   create mode = 0600    directory mode = 0700    writable = yes
   browsable = no
Remark: The "netbios name" in the smb.conf must be the same then the hostname of your 
server.

  workgroup = MYWORKGROUP specifies the Windows domain that the Windows workstations use.   

  logon drive = H: is the drive letter under which the SAMBA share will appear in the Windows 
Explorer.   

  With logon script = scripts/logon.bat you can specify a Windows batch script that is
executed as soon as a Windows workstation logs in. If the script does not exist, you can comment
out that line.  
Create the directories for domain logons and profiles:
mkdir /home/samba
mkdir /home/samba/netlogon
mkdir /home/samba/profiles
mkdir /var/spool/samba
chmod 777 /var/spool/samba/ 
chown -R root:users /home/samba/
chmod -R 771 /home/samba/
Now we restart Samba:
/etc/init.d/samba restart

  Edit /etc/nsswitch.conf. Change the line:  
hosts: files dns
to:
hosts: files wins dns

  Add all computers of your workgroup in the /etc/hosts file on the server.  
192.168.0.100 server1 192.168.0.110 workstation1 192.168.0.111 workstation2 192.168.0.112 workstation3 192.168.0.113 workstation4
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Add the root user to the SAMBA password database. The root user (alias: Administrator) will be
our domain administrator. This account is needed to add new computers to the SAMBA domain.
smbpasswd -a root

  Create the file /etc/samba/smbusers and add the line by executing:  
echo "root = Administrator" > /etc/samba/smbusers
This will allow us to use the common windows username "Administrator" as alias for the Linux
root user.
Now I will test if the setup is correct:
smbclient -L localhost -U%
The output should look similar to this:
Domain=[MYWORKGROUP] OS=[Unix] Server=[Samba 3.0.14a-Ubuntu]
        Sharename       Type      Comment
        ---------       ----      -------         netlogon        Disk      Network Logon Service         print$          Disk      Printer Drivers
        IPC$            IPC       IPC Service (server1 server (Samba, Ubuntu))         ADMIN$          IPC       IPC Service (server1 server (Samba, Ubuntu)) Domain=[MYWORKGROUP] OS=[Unix] Server=[Samba 3.0.14a-Ubuntu]
        Server               Comment         ---------            -------         SERVER1              server1 server (Samba, Ubuntu)
        Workgroup            Master
        ---------            -------         MDKGROUP             IPRG
        MYWORKGROUP          SERVER1
Setup the default domain groups for windows:
net groupmap modify ntgroup="Domain Admins" unixgroup=root
net groupmap modify ntgroup="Domain Users" unixgroup=users
net groupmap modify ntgroup="Domain Guests" unixgroup=nogroup
Adding Users To Our SAMBA Domain

  Now we will add a user, e.g. tom, to our Samba domain. You will have to add a user like this for
each user account you want to connect to this SAMBA domain server.  
1) Add a linux user tom:
useradd tom -m -G users
2) Add the linux user tom to the SAMBA password database:
smbpasswd -a tom
Adding Shares
Now I will add a share that is accessible by all users.
mkdir -p /home/shares/allusers
chown -R root:users /home/shares/allusers/
chmod -R ug+rwx,o+rx-w /home/shares/allusers/

  At the end of the file /etc/samba/smb.conf add the following lines:  
[allusers]
  comment = All Users   path = /home/shares/allusers   valid users = @users
  force group = users    create mask = 0660
  directory mask = 0771   writable = yes
Now we restart Samba:
/etc/init.d/samba restart
Installing CUPS
If you want your SAMBA server to act as a print server also, you have to install and configure 
CUPS: 

  apt-get install cupsys cupsys-client cupsys-driver-gimpprint
cupsys-driver-gimpprint-data defoma fontconfig foomatic-db foomatic-filters
libcupsimage2 libexpat1 libfontconfig1 libfreetype6 libgimpprint1 libjpeg62
libpaper1 libpng12-0 libpoppler0c2 libslp1 libtiff4 patch perl perl-modules
ttf-bitstream-vera ucf (1 line!)  
To get access to the web interface from my workstation, I will change cups to listen on the Server
IP. 

  Edit /etc/cups/cupsd.conf in the section Network Options:  
Listen 127.0.0.1:631 Listen 192.168.0.100:631

  Set AuthGroupName to shadow in the section Security Options:  
AuthGroupName shadow

  To allow access only from my admin workstation (IP: 192.168.0.70), I add Allow From
192.168.0.70 the security options and set AuthClass to Group:  
<Location /admin>
#
# You definitely will want to limit access to the administration functions. # The default configuration requires a local connection from a user who
# is a member of the system group to do any admin tasks.  You can change # the group name using the SystemGroup directive.
#
AuthType Basic
AuthClass Group
## Restrict access to local domain Order Deny,Allow
Deny From All
Allow From 127.0.0.1
Allow From 192.168.0.70
#Encryption Required
</Location>

  Add the cupsys user to the shadow group:  
adduser cupsys shadow
and restart the cups daemon:
/etc/init.d/cupsys restart
The cups webinterface is now accessible with any webbrowser from my workstation:
http://192.168.0.100:631/

  Now I can login to the cups interface with username root and my root password.  

  Hint: If there is no linux driver available for your printer and you want to use this printer only
from your windows workstations trough SAMBA, you can use the printer manufacturer RAW and 
install the correct driver on your windows workstation.  
If you created a new printer in cups, you will have to add it to samba with the command:
cupsaddsmb -a
Have fun!

